The world's most popular CMS
secured for government

Government agencies must balance security, compliance, and public NOW WITH
engagement with efficiency. WordPress VIP combines the power of MODERATE ATO
WordPress, the technology that runs 43% of the web, with a smarter

approach to cybersecurity and IT modernization that balances efficiency,

cost, and long-term sustainability. WordPress VIP is the only WordPress

platform to earn a FedRAMP® Moderate Authorization to Operate (ATO). FedRAMP

™

Enterprise-grade WordPress VIP is purpose-built to defend government

Security agencies from modern digital threats, including at the state,
local, and federal level. Here's how WordPress VIP helps your
organization reduce risk while ensuring compliance.

Operational Flexibility Cloud-native managed platform reduces human & operational overhead
Multisite (networked) CMS scales consistent branding, content, and control
WCAG 2.0 AA compliance enables inclusion for users, publishers, and builders

Version-controlled management of platform code and customer software
reduces attack surfaces and heightens security

Vulnerability Management Immediate issue response, including rapid patching
Plugin scanning using proprietary WPScan technology
Network-wide DDoS protection

Network and host-based firewalls

Network Security Secure inter-component communication
(if required)

Testing as required by FedRAMP program
Internal and third-party security testing

Data Protection Penetration testing
Fully containerized database environment, including database infrastructure
File system read-only mode to protect against backdoor attacks

Optional controls to ensure data residency in the United States (if required)

Security Testing Testing as required by FedRAMP program
Internal and third-party security testing

Penetration testing

Access Control Role Based Access Control with MFA and federated SSO
Brute force password protection
Strict customer data access control
Physical security at data centers

Activity log monitoring
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WordPress expertise Leverage the deep expertise WordPress VIP brings from
and experience working with the most robust, scalable digital platforms on the

web. Our platform is built and maintained by individuals with
direct involvement in the WordPress ecosystem, including core
contributors, architects, and founders of the project itself. These
deep roots provide an unparalleled understanding of WordPress'
capabilities and best practices, particularly when applied to
performance, scaling, and security.

Deep support Support for all core infrastructure
Support for application code, including debugging
Access to WordPress best practices and expertise

Optional periodic security reviews

Government partnership Unique understanding of government agency requirements, including
FedRAMP compliance

Continuous monitoring (ConMon) reports and Plans of Action and Monitoring
(POAM) for each customer, annual recertification

Disaster Recovery Multiple levels of on/offsite backup

Emergency and contingency plans, including redundant storage
and procedures for recovering data

Custom disaster recovery plans and procedure definitions

Empower your WordPress VIP helps government agencies create efficiencies with

public agency out-of-the-box solutions in an innovative manner. Rely on a secure,
and scalable platform that reduces the risk and cost of running your
site and other digital properties. Learn how WPVIP can help your
agency deliver secure, scalable, and engaging experiences today.
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